
 

 

 

 

 

 

 

  
 

Flynn O’Driscoll Legal Update 

General Data Protection Regulation 
Security. Compliance. Enforcement. Are you GDPR ready?  

 
Introduction 

 
The laws relating to the processing of personal data will change in Europe on 25th May 

2018. The General Data Protection Regulation (EU) 2016/679 (GDPR) will govern the 

processing of personal data with direct effect from 25th May 2018 replacing the existing 

legislative framework. A welcome and long-awaited change, the GPDR seeks to 

modernise and harmonise data protection laws in Europe in a way which enhances a 

data subject’s rights and at the same time emphasises transparency, security and 

accountability. 

 

General Highlights 
 
Notably, the GDPR will apply to data 

controllers and data processors in the 

European Union (EU), as well as those 

established outside the EU who offer goods or 

services to EU data subjects (irrespective of 

whether any payment is required) or who 

monitor their behaviour. With this 

extraterritorial effect the GDPR will have 

potential reach-through to the activities of 

non-EU data controllers and data processors - 

an important consideration for international 

companies. Essentially if you process personal 

data of EU data subjects in this way (regardless 

of where the processing takes place), the GDPR 

will apply. 

 

The basic principles already enshrined in law 

will continue insofar as they relate to the fair 

and lawful processing of personal data for 

specified legitimate purposes and only to the 

extent and for as long as is necessary for that 

specific purpose, always ensuring that such 

personal data is accurate and up-to-date and 

processed in a manner which ensures 

appropriate security. This means using 

appropriate technical or organisational 

measures to protect against unauthorised or 

unlawful processing and against accidental 

loss, destruction or damage. 

 

Under the GDPR, we see definitions 

broadened, rights enhanced, obligations 

increased and new concepts introduced all to 

help ensure (i) the fundamental rights and 

freedoms of natural persons in relation to the 

processing and protection of their personal 

data are respected and (ii) the free movement 

of personal data within the EU for the proper 

functioning of the internal market. By way of 



 

 

example, “personal data” is broadened in 
scope to include the location data and online 

identifiers of an identified or identifiable 

natural person with “special categories of data” 
(currently more commonly known as “sensitive 
personal data”) also broadened to capture 
genetic data and biometric data. 

 

Consent 
 
An important change under the GDPR is 

around the whole area of consent. Whilst our 

consultation process continues in Ireland with 

regard to the minimum age of consent, the 

general rules governing consent have been 

tightened. Under the GDPR, consent must be 

“freely given, specific, informed and 

unambiguous” and it must be as easy for the 

data subject to withdraw as it was to give. 

Preticked boxes will not be enough. Where a 

data controller collects personal data for one 

specified purpose, additional consent must be 

obtained for each additional processing 

operation. 

 

Data Access Requests 
 
In addition to its existing rights regarding 

information and data access requests, its right 

to object (e.g., in relation to marketing 

communications), rights of rectification and 

erasure (right to be forgotten), a data subject 

under the GDPR will also enjoy (i) the right to 

receive its personal data in a ‘structured, 
commonly use and machine readable format 

and have the right to transmit that data to 

another controller without hindrance from the 

controller”(data portability) and (ii) the right to 

object to automated decisions based on 

profiling. With regard such data access 

requests, the timeline to respond has been 

reduced from 40 days to 1 month, although for 

complex or numerous requests this may be 

extended by 2 months provided the data 

subject is notified within 1 month of receipt of 

the access request together with the reason 

for delay. The ability to apply the previous 

€6.35 charge per data access request has been 

removed under the GDPR. 

 

Privacy by Design 
 
There is a noticeable focus on the concept of 

privacy by design under the GDPR, which 

essentially calls for the inclusion of data 

protection from the onset of the design stage, 

rather than leaving it to the end. Prior to 

processing, a data controller must “carry out 
an assessment of the impact of the envisaged 

processing operations on the protection of 

personal data.” This is referred to as a Data 
Protection Impact Assessment (DPIA) and its 

purpose is to identify risks to the privacy rights 

of individuals when processing their personal 

data and the measures that could be taken to 

mitigate or avoid them. Where new 

technologies are concerned, the DPIA should 

also assess whether the processing is “likely to 
result in a high risk to the rights and freedoms 

of natural persons.” Where the processing 
involves profiling, processing on a large scale 

of special categories of data (sensitive data) or 

data relating to criminal convictions or 

offences, or systemic monitoring of public 

areas on a large scale (e.g., CCTV), a DPIA will 

be mandatory. 

 

Accountability and the Data Processor 
 

The data controller is ultimately responsible 

and must be in a position to demonstrate, 

through its records, practices and procedures, 

its compliance with the principles set out 

under the GDPR. For the first time, the data 

processor will have a statutory obligation to 

maintain a written record of processing 

activities carried out on behalf of the data 

controller, to designate a data protection



 

 

officer where necessary and to notify the data 

controller on becoming aware of a personal 

data breach. 

 

Concluding Remarks 
 

Especially as we move now toward mandatory 

reporting of data security breaches (subject to 

very limited exceptions) and the possibility of 

facing heavy sanctions and substantial fines in 

the event of non-compliance with the GDPR, it 

is important to take steps now to ensure your 

business will be GDPR ready and GDPR 

compliant. An important first step would 

include a review of your (and your data 

processor’s) security systems (or the adequacy 

of them), a review of all relevant contracts 

(suppliers / processors) and a review of your 

privacy notices, current consent procedures,  

 
 
 

 

 

 

 

 

 

 

 

 

 

                                                      

 

 

 

data retention policies and data breach 

response procedures. 

 

 

 

 

 



 

 

Dublin: 
 

1 Grants Row, Lower Mount Street, 

Dublin 2, Ireland  

 

Phone: +353 1 6424220  

Fax: +353 1 6618918 

 

 

Galway:  
 

Unit 23, Galway Technology Centre, 

Mervue Business Park, Galway, Ireland 

 

Phone: +353 91 396540 

Fax: +353 91 792649 
 

www.fod.ie 

Should you have any queries arising out of the foregoing 

please contact Barry Connolly who will be happy to assist. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Laura Myles 

Head of Intellectual Property 
 

E: lauramyles@fod.ie 

P: 091 396540 

 


