
 

 

 

 

 

 

 

   
Flynn O’Driscoll - Legal Update 

Cyber Security Breaches 
Introduction 

As the digital economy continues to grow, companies of all sizes rely on the internet to 

reach new customers through e-commerce or utilise cloud computing for management 

of the business. However, this introduces new risks that should be considered and 

managed appropriately. The potential ramifications of a cyber security breach can do 

to a business can be devastating, such as loss of customer confidence, damage to 

company reputation and extensive administrative costs in dealing with all affected 

stakeholders. However there are a number of actions a business can take to reduce the 

likelihood of a cyber security breach and deal with the consequences where the 

company suffers an attack.  

 

 

The Types of Cyber Security breaches 
 
The forms of a cyber security breach can vary, 

however some of high-risk breaches include:- 
 

 Breach of personal data. This occurs 

where an unauthorised party has 

gained access to personal data held by 

the company. This leads to immediate 

concerns under data protection 

legislation and significant risk to the 

company. The individuals themselves 

may also directly suffer where a 

breach of personal data can lead to 

identity theft or monetary loss where 

financial details may become 

compromised.   

 Cyber theft. This may occur where a 

criminal, having gained access to a 

business’s computer system, 

manipulates it in such a way to 

transfer funds out of the company. 

This can include intercepting emails 

containing financial information and 

diverting funds to alternative accounts.  

 Extortion. The risk of cyber extortion 

has grown significantly over recent 

years as criminals use a cyber security 

breach in order to extract money from 

the company. For example, a criminal 

may covertly install some form of 

ransomware on the victim’s system, 
which ultimately withholds some 



 

 

digital asset from the victim (behind 

secure encryption). The criminal will 

then demand a ransom (often through 

some form secure of payment transfer 

or even bitcoin transfer) in return for 

unlocking the encrypted digital assets.  

 Service outage. This is a concern for a 

business that exclusively provides their 

services to customers through the 

internet. One example of this is the 

Distributed Denial of Service (DDoS) 

attack. A DDoS attack will target the 

online platform of a business by 

sending that server a flood of requests. 

The strain of being flooded with such 

an enormous amount of web traffic 

will often bring the service down, 

damaging the business and affecting 

customers.  

 

Risks to the Business 
 
The damage that a cyber security breach can 

cause to a business can be significant and 

varied. Depending on the nature of the 

business’s reliance on the internet, there are 

various areas that may be at risk:- 
 

 Regulatory sanction. Cyber security 

breaches can often lead to regulatory 

authorities turning their full attention 

on a business and it operations. As is 

discussed below, data protection 

authorities will be vigilant in assessing 

the risk of a breach of personal data.  

Handling investigations from such 

authorities is not only time consuming, 

but can also ultimately lead to 

obligations to comply with certain 

orders or face financial penalty.  

 Liability to customers. Whether the 

cyber security breach occasions an 

unauthorised release of personal data 

or the theft of customer funds, 

businesses that fall victim to such 

breaches can often find themselves 

liable to a large number of secondary 

victims who will look to the company 

to compensate them.  

 Liability to service providers. 

Companies can often find themselves 

in breach of contract with service 

providers on the occurrence of a 

breach of cyber security. It is not 

uncommon for business contracts to 

place specific obligations on the 

parties to protect certain technical 

aspects of the business. For example, 

one of the most common obligations 

(under data protection legislation) will 

require the relevant parties to put in 

place “technical and organisational 
measures” to protect personal data.  

 Reputational damage. A brand’s 
reputation can suffer significant 

damage after a breach of cyber 

security, particularly where any breach 

involves the unauthorised disclosure 

of personal data. This can be a 

particular problem where customer 

trust is often a vital part of e-

commerce transactions, especially for 

new and developing enterprises.  

 Theft of intellectual property (IP). 

Even where companies do not depend 

on the internet for a source of 

revenue, there is still the potential for 

significant financial loss through the 

theft of IP assets. A criminal with 



 

 

access to a business’s internal systems 
will often have access to confidential 

company information including trade 

secrets, customer contact lists, 

proprietary software code or sensitive 

financial information.  

 Security Costs. On falling victim to a 

cyber security attack, the company will 

often face direct costs in replacing 

equipment that has been 

compromised. Plugging security gaps 

will also incur additional costs, such as 

secure firewalls designed to prevent 

the reoccurrence of a breach. Even 

under a DDoS attack, the costs of 

putting in place sufficient server 

capacity to withstand a sustained 

attack can be significant.  

 

Mitigating the Risk of Cyber Security 

breaches 
 
Despite the ever increasing number of cyber 

security breaches that are being reported, 

there are various measures that a company 

can take to minimise the risk of an attack:- 
 

 Risk assessment. Similar to any other 

risks that a business may face, when 

seeking to prevent cyber security 

breaches, the first step should include 

quantifying the risk. In the cyber 

security context, this will include 

identifying certain elements of a 

business’s system that are particularly 

exposed. This will range from the 

vulnerability of the company’s online 

web presence to the possibility of 

physical access (on-site) to a 

networked platform. Risk assessments 

should be carried out on a regular 

basis so that new threats can be 

identified and the business remains 

aware of current trends in cyber 

threats.  

 Software Security Measures. Having 

identified areas of risk, tailored 

security measures should be put in 

place to address these concerns. The 

company’s IT environment should 
include effective firewalls and anti-

virus software to deal with threats. It 

should also ensure that software used 

in the business is kept up-to-date with 

the latest security patches and 

updates.  

 On-Site Security Measures. The most 

effective software solutions will often 

be rendered useless where a breach of 

cyber security occurs through a breach 

of the company’s system from within. 
Sensitive computer systems should 

include effective access control 

restrictions; server rooms should be 

secured at all times; and disposal of IT 

equipment should be handled securely 

by competent staff.  

 Service Providers. A cyber security 

breach in a third party, providing 

services to a business can be just as 

damaging as a breach in the business 

itself. Unfortunately, the business is 

likely to have even less control in this 

scenario; therefore it is essential that 

all relevant contracts clearly delineate 

responsibility between the parties. On 

the occurrence of a cyber security 

breach, when time is critical, 

protracted negotiations on liability 

should always be avoided. Contracts 



 

 

with software providers should also be 

reviewed to ensure that maintenance 

services and bug patches apply to 

earlier versions of the software, or that 

software updates are made available 

to the company on release.  

 Testing. One of the best ways to 

reduce the risk of a cyber security 

breach is to undergo testing, such as 

system penetration testing. Companies 

can avail of a range of tools from cyber 

security providers that will simulate an 

attempted system intrusion or a 

widespread DDoS attack.  

 Company Policies and Training. 

Putting in place effective policies to 

handle cyber security breaches is 

essential in mitigating the risk of a 

breach. This may include a specific 

cyber security policy, or at least a 

comprehensive IT policy. However, 

even the best policies are useless if 

staff are unaware of the content of 

policies or how they should operate in 

practice. Educating staff on potential 

threats and how to report them up the 

chain can be vital in the early detection 

and response to a cyber security 

breach.  

 Cyber Insurance. As the number of 

cyber security breaches has risen 

exponentially over recent years, a 

number of insurance products are now 

being made available to deal with the 

damage. Whilst the cyber insurance 

market is still relatively small, larger 

organisations are now beginning to 

take out such policies to mitigate risk. 

Cyber insurance policies often include 

a range of additional extras, such as 

access to technical experts that can 

assist a business in responding to a 

breach.  

 

Handling Cyber Security breaches 
 
Where a cyber security breach has occurred, 

acting quickly (and efficiently) will be essential 

in minimising the damage.  
 

 Containment. One of the first 

responses on becoming aware of any 

cyber security breach is to contain the 

problem. Where it is possible that a 

third party has gained access to a 

system, such access should be blocked 

immediately. Where a breach involves 

the ongoing unauthorised disclosure 

of personal data, access to such data 

should be restricted. Whilst these 

actions will be obvious, it will be 

important to be aware of the 

disruptive effects this could have on 

the business. For example, shutting 

down core systems may also raise 

business continuity concerns. 

Therefore it is important that backup 

systems are deployed where necessary 

to mitigate these effects. Finally, any 

immediate technical response, carried 

out by the business, should be 

comprehensively documented as it 

may need to be reported to the 

authorities at a later time.  

 Investigate. A full investigation should 

take place to assess the scale of the 

breach. In order to put in place 

appropriate remedial actions, it is 

important that the scale of any breach 

is not underestimated (or 



 

 

overestimated). In this respect, it is 

often beneficial to seek out external 

technical expertise, who may be more 

adept in identifying areas where the 

breach may have occurred. In parallel 

to any technical investigation, it is 

advisable that an external legal team 

carries out a similar investigation so 

that advice can be provided on the 

ramifications, whilst the business will 

still be protected under legal 

professional privilege, which may 

become relevant where future 

litigation may arise from the breach. 

 Notifications. Legal advisors will be 

able to advise on any reporting 

obligations that may come into effect 

on a cyber security breach. Where 

there has been unauthorised access to 

personal data, their may be 

notification requirements under data 

protection legislation. In Ireland, the 

Personal Data Security Breach Code of 

Practice would apply. Under this Code, 

the business, as a data controller, 

would be required to notify the Office 

of the Data Protection Commissioner 

(ODPC). At all times throughout this 

process, the business should be in 

continuous contact with the ODPC, 

who is likely to request detailed 

reports on the breach. These will be 

informed by the company’s response 

to the incident and any remedial action 

that is being considered. The ODPC will 

also be able to provide guidance on 

how data subjects should be contacted 

(if necessary). Furthermore, there may 

be sector-specific reporting obligations 

or procedures that need to be 

assessed (e.g. telecommunications 

operators or financial institutions). 

Finally, the business should consider 

all other third parties that may need to 

be notified (if not done so already); this 

may include the police, banks and 

insurers.  

 Public Reputation. Depending on the 

type of business, a cyber security 

breach can destroy a company’s 

credibility and therefore it is important 

that reputational fallout is minimised. 

Certain public relations professionals 

will have experience in dealing with 

this type of crisis management. Where 

applicable, the company should try to 

keep the public fully informed about 

the extent of the breach and remedial 

actions being taken. Drafting 

appropriate press releases, taking 

customer calls and providing updates 

via social media should be considered, 

so as to avoid the impression that the 

company is trying to conceal 

information.  

 Post-Crisis Actions. Once the 

immediate aftermath of a cyber 

security breach has been dealt with, 

the company should carry out a formal 

review of the incident and response in 

order to identify any areas, processes 

or procedures which may need to be 

updated. Any particular technological 

vulnerabilities (whether discovered 

through the breach or a subsequent 

investigation) should be addressed. 

Any contributory role of third parties 

should also be assessed. A breach 



 

 

caused by third parties may amount to 

a breach of certain provisions of their 

contract and any potential claims 

should be submitted in due time.  

 

Conclusions 
 
Through a raft of recent highly-publicised 

incidents, businesses are becoming more 

aware of the potential harm that can be 

caused by cyber security breaches. As 

discussed above, there are measures that a 

company can put in place to mitigate these 

risks. However, as the type of cyber security 

breaches can vary, it will be important that 

the company tailor accordingly any 

preparation for, or any response to, a cyber 

security breach. 
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